MpunoxeHue
K nucbMy BaHka Poccum
ot 02.10.2009 Ne 120-T

NMAMATKA
“O MEPAX BE3OINACHOIO UCNOJIb3OBAHUA BAHKOBCKUX KAPT”

CobniofeHne pekoMeHZauui, codepxalyuxcs B MamsiTke, NO3BONUT 0GeCneunTs MakcMMaribHyl0 COXPaHHOCTb
GaHKOBCKOWM KapTbl, ee pekBuanToB, MNH 1 Opyrux OaHHbIX, @ TakKe CHUSUT BO3MOXHbIE PUCKM MpW COBEpPLUEHUM
ornepauuii ¢ ucnonb3oBaHWeM GaHKOBCKOW kapTbl B GaHkoMaTe, Npu 6e3HanM4yHol onnarte ToBapoB U YCNyr, B TOM YKcre
yepes ceTb NHTepHerT.

O6Lwwme pekoMmeHaaUum

1. Hukorma He coobwante MNWH TpeTbMm nuuam, B TOM 4uMCre POACTBEHHMKAM, 3HAKOMbIM, COTPYOHWKaMm
KpeauTHOWM opraHM3aumu, kaccupam 1 nuuam, nomoraowmum Bam B ncnonb3oBaHum 6aHKOBCKOW KapTbl.

2. NMNH HeobxoanMOo 3anoMHUTL UK B Crlyyae, ecrin 3TO SABMSEeTCH 3aTPpyAHUTENbHBIM, XPaHUTb €ro OTAENbHO OT
©aHKOBCKOM KapTbl B HEABHOM BMAE W HEAOCTYMHOM Afsi TPETbUX NUL, B TOM YMCNE POACTBEHHUKOB, MECTE.

3. Hukorga HM npu Kakux obcToAaTenbcTBax He nepefaBanTe 0aHKOBCKYK KapTy ANs MCMOSNb30BaHUSI TPETbLUM
nvuam, B TOM Yucne poacTBeHHUKam. Ecnv Ha GaHKOBCKOW KapTe HaHeceHbl hamMununs n ums usnyeckoro nuua, To
TONbKO 3TO hM3NYECKoe NULI0 MMEET NPaBO UCNOMNb30BaTb OAHKOBCKYHO KapTy.

4. Mpw nony4yeHnn 6aHKOBCKOWM KapThl pacnuULLNTECh HA ee 0BOPOTHON CTOPOHE B MecTe, NpegHas3Ha4yeHHOM Ansi
noanucu gepxarenst 0aHKOBCKONM KapTbl, €CM 3TO NPEAYCMOTPEHO. OTO CHU3UT PUCK UCMOMNb30BaHNS 6aHKOBCKOM KapThbl
©e3 Baluero cornacusi B cny4vae ee yTpatsbl.

5. byobTe BHMMAaTENbHbl K YCMOBUSM XPaHEHMS U MCMONb30BaHWs OaHKoBCkoM kapTbl. He nopseprante
OaHKOBCKYID KapTy MeXaHW4YecKkMM, TemnepaTypHbIM U 3NEKTPOMarHUTHbIM BO3OEWCTBUSM, a Takke u3berante
nonagaHusa Ha Hee Bnaru. baHKOBCKYIO KapTy HeNnb3s XpaHUTb PSAOM C MOOMMbHBIM TenedoHOM, ObITOBOM U 0dUCHON
TEXHUKOWN.

6. TenedoH KpeOuTHOW oOpraHuM3aumMm — 3MUTEHTa GaHKOBCKOW KapTbl (KPeAMTHOM opraHusauuu, BbloaBLuen
©aHKOBCKYlO KapTy) ykasaH Ha 0OOpPOTHOW CTOpOHe OaHKOBCKOW kapThl. Tawkke Heobxooumo Bcerga umeTb npu cebe
KOHTaKTHblEe TenedgoHbl KPeAUTHON OpraHn3aLmMm — SMUTEHTa GaHKOBCKOW KapTbl 1 HOMep GaHKOBCKOW KapTbl Ha APYrnx
HOCUTENSAX MHAOPMaLMK: B 3aMUCHOW KHWDKKE, MOOWUIbHOM TenedoHe u/unm pyrux HOCUTENsIX MHAOPMauuu, HO He
psgom ¢ 3anuckio o MNMUH.

7. C uenblo npefoTBpalleHMsl HernpaBOMEPHbIX AEWCTBUM MO CHATUIO BCEW CYyMMbl OEHEXHbIX CpeacTB C
DOaHKOBCKOro cyeTa LlenecoobpasHO YCTAHOBWUTb CYTOYHbLIA NIMMUT Ha CyMMy onepauuin no 6aHKoOBCKOW KapTe M
OLHOBPEMEHHO MOAKMYNTL ANIEKTPOHHYIO YCMyry OMoBeLLeHUs O MpoBedeHHbIX onepauuax (Hanpumep, onoseLleHue
nocpeacteBoM SMS-coobLLEHMI UMW UHBIM CNOCOBOM).

8. lNpu nony4yeHun npocbbbl, B TOM 4UCRE CO CTOPOHbI COTPYAHMKA KPEeAWTHOW opraHvsauun, cooblmTb
nepcoHanbHble AaHHble nnu uHdopmauunio o 6aHkoBckon kapte (B Tom yucne NUH) He coobwarite nx. MNepesBoHuTe B
KPEeOUTHY OpraHv3aumio — 3MUTEHT GaHKOBCKOW KapTbl (KpeauTHYK OopraHv3auumio, BblaaBLlyto GaHKOBCKYH KapTy) u
coobLmTe 0 gaHHOM chakTe.

9. He pekomeHOyeTCca OTBeYaTb Ha ANEKTPOHHbIE NMUCbMA, B KOTOPbIX OT UMEHW KpeauTHOW opraHusauummn (B TOM
yucrne KpeauTHOM OpraHm3auuMnm — amMuTeHTa 6aHKoBCKOM KapThl (KpeguMTHOW OpraHusaumuv, BblgaBllent 0aHKOBCKYHO
KapTy) npegnaraetcs NpedocTaBUTb MepcoHanbHble AaHHble. He cnegynmte no “ccbinikaM”, yka3aHHbIM B NUCbMax
(BKNKOYANA CCBINKN HA CanT KPEAUTHOW opraHm3aummn), T.K. OHU MOTYT BECTU Ha CalThbl-4BONHUKM.

10. B uensix nHdbopMaunoOHHOro B3aMMOAENCTBUS C KPEAUTHOW opraHu3aumein — aMUTEHTOM OaHKOBCKOW KapTbl
(kpeouTHOW opraHusaumu, BblaaBllelt OaHKOBCKYHO KapTy) pekoMeHOyeTCs UCMOoNb30BaTb TONbKO PEKBU3NTLI CPEenCTB
cBsA3n  (MOOWMBHBIX W CTaUMOHAPHbIX TenedgoHOB, (aKkCcoB, MHTEPaKTUBHbIX Wweb-caiToB/NMopTanos, OObIYHOM K
3NEKTPOHHOM MOYTbl W Mp.), KOTOpble YKasaHbl B [AOKYMEHTaX, MOJflyYEHHbIX HEMOCPEACTBEHHO B KPeLUTHOWM
opraHmsaummn — ammutTeHTe 6GaHKOBCKOW KapThbl.

11. NMomHuTe, YTO B cny4vae packpbltna MUWH, nepcoHanbHbIX OaHHbLIX, YTpaTbl GAHKOBCKOW KapThbl CyLLEeCTBYET
pUCK COBEpLUEHUS HeMpaBOMEPHbIX OENCTBUMA C AEHEXHbIMW cpedcTBamMu Ha Bawem GaHKOBCKOM cyeTe CO CTOPOHbI
TPETbUX NLL.

B cnyyae ecnu nmetotca npegnonoxeHms o packpbitum MNMUH, nepcoHanbHbIX AaHHbBIX, MO3BONSAOLWNX COBEPLUUTD
HenpaBoMmepHble genctBusi ¢ Bawwum OGaHkOBCKMM cyeTOM, a Takke ecnu 0OaHKkoBckas kapTa Obina yTpadeHa,
HeobOX0OUMO HeMeANeHHO 00paTUTbCA B KPEAUTHYH OpraHM3auuio — 3SMUTEHT OaHKOBCKOM KapTbl (KpeauTHYH
opraHun3aLmio, BblgaBLUyo 6aHKOBCKYIO KapTy) 1 cneaoBaTh YKasaHUsAM COTPYOHWMKA LaHHOW KpeguMTHOW opraHusaumu. o
MOMEHTa O0OpalleHusi B KPEAMTHYH OpraHuM3aumio — 3MUTEHT OaHKOBCKOM KapTbl Bbl HeceTe puUCK, CBA3aHHbIA C
HECaHKLMOHMPOBAHHbLIM CMMCAaHMEM [EeHeXHbIX cpefcTtB ¢ Bawero 6GaHkoBckoro cyeta. Kak npaBuno, cornacHo
YCIOBMSIM JOroBopa C KpeauTHOW opraHu3aumen — IMUTEHTOM 6aHKOBCKOM KapTbl AEHEeXHble cpeacTBa, CnucaHHble C
Bawero 6aHkoBCKOro cyeta B pes3ynbTaTe HeCaHKUMOHMPOBAHHOIO MCMONb3oBaHWs Balwen 6aHKoOBCKOM kapTbl 00
MOMEHTa yBeJOMIIEHUS 06 STOM KPeAWUTHOM OpraHnsaunm — aMmUTeHTa 6aHKOBCKOM KapTbl, HE BO3MELLatTCS.

PekomeHpaumu npu coBeplueHUn onepauunm ¢ 6aHKOBCKOW KapTou B 6aHKomaTe

1. OcyuwectBnante onepauMm C UCMNONb3oBaHWeM 6aHKOMaTOB, YCTaHOBMEHHbIX B 6e3onacHbiXx MecTax
(Hanpumep, B rocyaapCTBEHHbIX ydpexaeHusx, nogpasgeneHmsax 6aHKoB, KPYMnHbIX TOProBblX KOMMEKcax, rocTMHULax,
aspornopTax 1 T.1.).

2. He ucnonb3yinTe ycTponcTea, koTopble TpebytoT Beoga NWH ana goctyna B nomelleHve, rae pacnorioxeH
HaHKomar.

3. B cnyyae ecnu nobnusoctn oT 6GaHKkOMaTa HaxoAsTCA MNOCTOPOHHME nuvua, cregyeT BblbpaTb Gonee
noaxopdsiliee Bpems AN UCMonb3oBaHUsi 6aHkomaTa U Bocnornb30BaTbCs APYrMM 6aHKOMaToM.



4. Tlepeg wucnonb3oBaHMeM ©OaHKoMaTta OCMOTPUTE €ro Ha HamnuMuMe [OOMOSMHUTENbHbLIX YCTPOMCTB, He
COOTBETCTBYHLLMX €r0 KOHCTPYKLMU U pacnoNioXeHHbIX B MecTe Habopa MNH n B MecTe (npopesb), NpegHasHa4YeHHOM
ana npuwema kapt (Hanpumep, HanuMuMe HEPOBHO YCTaHOBMEHHOW knaeuaTypbl Habopa lMAH). B ykasaHHOM crniyyae
BO34EPXMTECh OT UCMOJb30BaHUSA Takoro 6aHkomara.

5. B cnyyae ecnn knaeBmaTypa unu MecTto Ans npuema kapT OaHkomata o6opyaoBaHbl OOMOMHUTENbHLIMU
YCTPOWCTBaMW, He COOTBETCTBYIOLLMMU €ro KOHCTPYKUUW, BO3OEPXKUTECb OT MCMONb30BaHWsi GaHKOBCKOW KapTbl B
OaHHOM OaHkoMaTe WM coobLWnTE O CBOMX MOAO3PEHMAX COTPYAHUKAM KPeaUTHOW OpraHm3aumnm no TenedoHy,
yKasaHHoMmy Ha 6aHkomaTe.

6. He npumeHsinTe cusnyeckyro cuny, 4tobbl BCTaBUTb OaHKOBCKYO KapTy B 6aHkomat. Ecnn 6aHKoBckas kapTa
He BCTaBIISIETCS, BO3OEPXKUTECH OT MCMNONb30BaHUSA Takoro 6aHkomara.

7. Habupawnte MNMNH Taknm obpasom, 4ToObl Noam, HaxogsawWmecss B HENOCPEACTBEHHOW BrIM30CTU, HE CMOINN €ro
yBuaeTb. [pun Habope MNMNH npukpbiBanTe knaemaTtypy pykown.

8. B cny4yae ecnu 6aHkomaT paboTaeT HEKOPPEKTHO (HanpuMep, 4ONToe BPEMS] HAXOOUTCS B PEXMME OXnaaHus,
CaMOMpOU3BOSILHO Mepe3arpyxaeTcsl), crieqyeT oTkazaTbCs OT UCMOMb30BaHUS Takoro GaHKkoMaTa, OTMEHUTb TEKYLLYHO
onepaumio, HaxxaB Ha KnaBmaType KHonky “OTMeHa”, u JoxaaTbCsl Bo3BpaTta 06aHKOBCKOW KapTbl.

9. lNMocne nonyyYeHUs1 HanMU4HbIX AEHEXHbIX CPeACTB B GaHkomaTte crnegyeTt nepecyuTatb 6aHKHOTHI MOSMUCTHO,
ybeanteca B TOM, 4YTO GaHKOBCKas kapTa Obina Bo3BpalleHa O6aHKoMaToM, LOXOATbCHA BblAayu KBUTAHLUMU MNpu ee
3anpoce, 3aTeM NOSIOKMTb UX B CYMKY (KOLLENEK, KapmaH) 1 TONbKO Nocie 3Toro 0TXoanTb OT 6aHkomarTa.

10. CnepnyeT coxpaHATb pacnevataHHble 6aHKOMaTOM KBUTaAHUUW ANsi NOCNeaytole CBEPKM YKasaHHbIX B HUX
CYMM C BbIMMCKON N0 6aHKOBCKOMY CHETY.

11. He npucnywwuBanTecb K COBETaM TpeTbUX WU, a TakkKe He MpUMHUManTe MX MOMOLb MpU NpPoBeaeHUn
onepauuii ¢ 6aHKOBCKOW KapTol B BaHKomaTax.

12. Ecnu npu npoBegeHnn onepaumin ¢ 6aHKOBCKOW KapTon B 6aHKomaTe GaHkOMaT He Bo3BpallaeT 6aHKOBCKYHO
KapTy, cnegyeTt MO3BOHUTL B KPEAUTHYK OpraHusaumio no TenedoHy, ykasaHHOMY Ha ©OaHkomate, M OOBbACHWUTL
obcToATENBCTBA MpPOM3OLLELIEro, a Takke criegyeT obpaTuTbCa B KPeAUTHY OpraHM3auuio — SMUTEHT GaHKOBCKOM
KapTbl (KpeOuTHYIO OpraHu3aumio, BbiAaBLLyo GaHKOBCKYHO KapTy), koTopasi He Obina Bo3BpalleHa 6aHkoMaToM, U aanee
cnegoBaTh MHCTPYKUUSAM COTPYOHUKA KPEAUTHOM OpraHn3aumm.

PekomeHpauumu npun ucnosnib3oBaHNn 6aHKOBCKOM KapTbl Ansa 6e3Hann4yHoOM onnaTbl TOBapoOB U ycnyr

1. He ncnonb3ynte 6aHKOBCKME KapTbl B OpraHM3aumsax TOProBnun 1 yCyr, He Bbi3biBaloLUX JOBEPUS.

2. TpebyiTe npoBeAeHUst onepaumin ¢ 6aHKOBCKOW KapToW Tonbko B Bawem npucytctBun. 3T1o Heobxoammo B
Lensix CHUXEHWS pyUcka HenpaBoOMepHOro nornyyeHns Bawwmnx nepcoHanbHbIX aHHbIX, YKa3aHHbIX Ha GaHKOBCKOM KapTe.

3. lMpu ucnonb3oBaHuyM BGaHKOBCKOW KapTbl ANS OnnaTbl TOBApOB M YCMYr Kaccup MoOXeT notpeboBatb OT
BnagenbLa 6aHKOBCKOW KapThbl NpegocTaBuTb nacnopT, noagnucatb Yek unu seectu NUH. MNepeg Habopom MNMUNH cnepyet
ybeamTbca B TOM, YTO MOAM, HAXOASALWMECH B HEMocpeacTBEHHOW 6nmn3ocTn, He cMoryT ero yBuaeTb. lepen Tem kak
noanucatb Yek, B 063aTenbHOM nopsake NpoBepbTe CyMMY, YKa3aHHYH0 Ha Yeke.

4. B cnyyae ecnu npw nonbiTke onnaTbl 0aHKOBCKOW KapToW MMena MecTo “HeycneluHas” onepauwusi, cnegyet
COXpPaHWUTb OAMH 3K3EMMMAP BblJAHHOTO TEPMUHANOM 4Yeka AN Mocrneaylowen NPoBEpPKU Ha OTCYTCTBME YKa3aHHON
onepauuv B BbINMMCKe N0 BaHKOBCKOMY CYETY.

PekomeHpaumm npu coBeplieHUn onepawmm ¢ 6aHKOBCKOW KapToM Yyepe3 ceTb MHTepHeT

1. He ucnonbayite MH npu 3akase ToBapoB 1 ycnyr Yepes ceTb VIHTEpHeT, a Takke no TenedoHy/dakcy.

2. He coobwanTte nepcoHanbHble AaHHble unu nHdopMaumio o HGaHKoBCKOM(OM) kapTe (cyeTe) yepe3 ceTb
WHTepHeT, Hanpumep MH, naponu gocTyna k pecypcam 6aHka, Cpok AeNCTBUSI GAHKOBCKOWM KapTbl, KpEOAUTHBIE NIMMUTDI,
NCTOPUIO onepaunii, NnepcoHarbHble AaHHbIE.

3. C uenbio npefoTBpalleHus HenpaBOMEPHbIX OEWCTBUA MO CHATUIO BCEW CYMMbl OEHEXHbIX CpeacTB C
©aHKOBCKOro cyeTa pekoMeHayeTcs AN onnatbl NOKYNokK B ceTn IHTepHeT ucnonb3oBaTth OTAENbHY0 6aHKOBCKYIO KapTy
(Tak HasblBaeMmylo BUPTYyanbHYIO KapTy) C NpedenbHbiM NMMUTOM, NPeAHa3Ha4YeHHyo TOMNbKO ANA YKa3aHHOW Lenu n He
MO3BOMAOLLYH MPOBOAUTL C €€ UCMOMNb30BaHMEM OnepaLun B opraHM3aumsax TOproBnuv 1 yCnyr.

4. CnepyeT Nonb3oBaTbCA UHTEPHET-CaNTaMU TONbKO U3BECTHbLIX U NMPOBEPEHHLIX OpraHU3aLmin TOProBnn U YChyr.

5. ObsasatencHo ybeautecb B MNpPaBWMbHOCTM afpecoB WHTEPHET-CaMTOB, K KOTOPbIM MNOAKMYaeTecb M Ha
KOTOpbIX coBupaeTecb COBEPLUNTbL MOKYMKW, T.K. MOXOXMe afpeca MOryT WCMoNb3oBaTbCA ANS OCYLUECTBNEHUS
HernpaBoOMepHbIX AENCTBUN.

6. PekomeHagyeTca coBepliatb MOKYMKW TOMbKO CO CBOEr0 KOMMbOTEPA B LENAX COXpaHeHwus
KOHMAEHUManbLHOCTN NePCOHarbHbIX AaHHbIX U(MnK) MHpopmaummn o BaHkoBCKoM(oM) KapTe (cyeTe).

B cnyyae ecnu nokynka coBepLUaeTcs C UCMNOMb30BaHUEM YYXXOro KOMMNbloTepa, He peKoMeHAyeTCsl COXPaHsThb Ha
HEeM nepcoHanbHble AaHHble U APYryl UHOPMaLuio, a Mnocre 3aBepLueHus BCeX onepaumi HyxHo ybeauTbes, 4To
nepcoHarnbHble AaHHble U Apyras MHopmaumsa He coxpaHunuce (BHOBL 3arpysve B 6paysepe web-cTpaHuly npoaasua,
Ha KOTOPOW COBepLUanuChb NOKYMKM).

7. YcTaHOBWTE Ha CBOW KOMMbIOTEP aHTMBMPYCHOE MporpammHoe obecrnedeHve 1 perynspHo npou3BoauTe ero
obHoBNeHve u OOHOBMEHWe Apyrux WUcnomnb3yembix Bamu nporpammHbiX MNpoAyKTOB (ONepauvoHHOW CUCTEMbI U
NpUKNagHbIX NPorpamMm), 3T0 MOXeT 3anUTUTL Bac oT NPOHNKHOBEHNS BPEAOHOCHOIO NporpaMmMHoro obecneyeHus.



